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Abstract

This paper presents Design & Development of Maitel Anti theft security system to control the fthef
a vehicle using GSM and Biometrics. The main oljectf this is to offer an advanced security systemultiple
levels to protect the car from unauthorized aceesag GSM technology. It provides a protected pasgswio
unlock the car and real time biometric user autbation in second level to start the ignitioneaffinger print
verification is done. If the fingerprint does noatth with that in database, ARM produces the inf@rsignal to
disable the ignition and initiates an alarm ana afform the car owner about the unauthorized aces short
Message Services (SMS) by means of GSM modem[1].

Keywords: Finger print module,, GSM technology, Multi lexaithentication, RF module.

Introduction

Nowadays, automobile thefts are increasing at an
alarming rate all over the world. Hence to prevent
vehicles from being stolen, most of the vehicle exsn
have started using the theft protection systenesdtly
available anti-theft systems are very expensivenddean
attempt is made to develop a system, based on ARM7
microcontroller using GSM technology. The system
developed is a simple and economical in providifgh h
security to vehicles.

This multi level anti-theft security system makes of

RF transceiver with protected password in the fesel

to unlock the car. In the second level finger print
authentication is incorporated to start the caitiigm In
case unauthorized person is trying to have accefiset
car, then the system disables the ignition and sanéxt
message to the vehicle owner and simultaneously an
alarm is initiated to alert the neighborhood.

In case the owner desires to permit a known
person to have access to his car, then an SMSiidse
the system from owners mobile to activate the car
ignition system at the third level of security.

Functional Description

This system provides multiple levels of security
to protect the vehicle from unauthorized acceseg firist
level of security is to unlock the car, a secretssvord
is required from the user. User can type this passw
from his car key which contains RF transmitter glon
with four digit keypad. RF receiver is placed desithe
car and interfaced to the microcontroller. It idigo
receive the string from RF transmitter. Then thetem
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compares the entered password with the existing
password. If entered password is correct then yetem
goes to next security level. Otherwise, a textsags is
sent to the owner that “password entered at levid 1
unauthorized

Before going to start the ignition user has to go
through the second level of security i.e. fingerpri
verification of the user. Finger print sensor iedigo
enroll and verify the fingerprints. In case it m#s with
the stored fingerprints, then user has to insertt@estart
the car. Otherwise a text message is sent to theeiow
about “finger print verification at level2 is unaotized
“and at the same time alarm is enabled [4].

In case if a known person to owner whose
fingerprint is not stored in memory desires to theecar,
then the person has to undergo the third levekoftisty.

In which owner remotely gives permission to acabss
vehicle by sending a text message to the systeanable
the ignition.

System Architecture

The system comprises of a ARM7 micro
controller which is the brain and control circuéhind
the entire design, GSM network, RF module, fingetpr
sensor, proximity sensor, alarm, relay and DC mfg&pr
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Fig 1: Functional block diagram of the system

ARM7:

The LPC2148 microcontrollers are based on a
32/16 bit ARM7TDMI-S CPU with real-time emulation
and embedded trace support, that combines the
microcontroller with embedded high speed flash mgmo
ranging from 32 kB to 512 kB. The entire design is
controlled with a written program stored into itOR.
The on chip features of this controller reduce dhstem
cost and better solution for network applicatiois [

RF module:

RF module is ideal for remote control
applications. The transmitter operates from 1.5-12V
supply, making it ideal for battery-powered apiimas
and where low cost and longer range is requirece Th
receiver module requires no external RF components
except for the antenna. It generates virtually no
emissions, used for high volume applications.
Fingerprint module;

It adopts optic fingerprint sensor, which consists
of high-performance DSP and Flash. Fingerprintsen
Module is able to conduct fingerprint image proaass
It is used to perform fingerprint enroll and verétion
for additional security.

Proximity sensor:

The system has an inductive proximity sensor,
which detects the presence of metal objects thateco
within range of their oscillating field and providerget
detection to "zero speed". When the key is inseartate
key hole the inductive proximity sensor detects kbg
and sends signal to the microcontroller, after Wwhic
ignition system is enabled.

GSM module:

GSM is Global System for Mobile
communications. It is the most popular form of pélene
communication, and is nhowadays available at alralbst
locations in the world. GSM enables users to maeeai
their phones for mobile communications [2]. The
popularity of GSM is evident from the number of tse
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i.e. over 2 billion people all across the world &&M
technology nowadays. It provides users with highlity
signal and speech channels, giving them accesgto h
quality digital communication at very affordabletes
GSM network operators can provide their customers
with cheap calling and text messaging options.

Relay:

A relay is an electrically operated switch and it
isolates one electrical circuit from another. ggtmplest
form, a relay consists of a coil used as an eletgnet
to open and close switches contacts. It is usesvitch
a device which draws more current than is providgd
an output of a switch or component.

Buzzer:

The PB series are high-performance buzzers.
They exhibit extremely low power consumption in
comparison to electromagnetic units. They are
constructed without switching contacts to ensuneglo
life with no electrical noise and are compact.

DC motor:

A DC motor consists of a rotor and a permanent
magnetic field stator. Who's maintained by usinthex
permanent magnets or electromagnetic windings. DC
motors are most commonly used in variable speed and
torque applications.

Design Frame Work
HARDWARE DESIGN

In this section we are interfacing
microcontroller to coordinate the entire system.

:':‘!: / . o i v

Fig 2: Multi level anti theft security system

The system consists of RF transmitter, which
contains four switches, through which user entéis t
secret password .This entered password is thelvegce
by RF receiver. RF transmitter is battery powered i
placed on car key of the owner [6].

Power supply is interfaced to provide 5V supply
to ARM7 and to other modules in the system. RF
receiver is interfaced to microcontroller Port (6.9.7)
to receive 4 bit data from transmitter. Finger pgansor
is interfaced to Port (0.8-0.9) for finger print
authentication in the second level. DC motor is
interfaced to Port (0.15) through relay for ignitiGSM

(C) International Journal of Engineering Sciences & Research Technology

[2527-2530]



[Prashanthi, 2(9): September, 2013]

is interfaced to controller through UARTO.buzzer is
interfaced to Port (1.31) to initiate alarm in edsger
print verification is unauthorized. Inductive proity
sensor is interfaced to Port (1.30) to sense thedkeng
insertion. Two switches are interfaced to the cular
Port (1.28-1.29). Which are used for enrolling and
verifying finger prints.

SOFTWARE DESIGN

The different software’s used to develop the systee
Embedded C:

Source code is written in C .ProgrammingC
makes the embedded systems more reliable hence code
written for a specific microcontroller can easilye b
transferred to systems using different micro cdlars.

It can be reused, easy to maintain and easy togdebd
extend. Also writing in C simplifies code developrhe
for large projects. It is easier to modify and upda
Flash Magic:

Flash Magic is a tool which is used to program
hex code in EEPROM of micro-controller. It is a
freeware tool. This supports the micro-controllef o
Philips and NXP. To burn a hex code into those
controllers flash magic is used, which supports (B8P
system programming) feature.

Keil uVision IDE:

The pVision IDE from Keil combines project
management, source code editing, program debugging,
and complete simulation in one powerful environment
The pVision development platform is easy-to-use and
helps to quickly create embedded programs that work
The pVision editor and debugger are integrated in a
single application that provides a seamless emlzkdde
project development environment.

Results

In this paper we present a novel anti theft
security system for cars using GSM that tries toteat
the vehicle from theft by means of multiple levels
security.
Level 1:

To unlock the car, a secret password is required
from the user. If the entered password is corieeh the
system goes to next security level.

Fig 3: level 1 authentication
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Otherwise, a text message is sent to the owner that
“password entered at level 1 is unauthorized “shawn
figure 5.
Level 2:

At level 2 finger print verification of user is
done. In case it matches with the stored fingetgritmen
“please insert key” is displayed, so that user starnt the

Fig 4: level 2 authentication

Otherwise a text message is sent to the owner
about “finger print authentication at level2 s
unauthorized” as shown in figure5 and at the same t
alarm is enabled. In case if a known person to owne
desires to use the car, then the person has tagmtiee
third level of security. In which owner grants assdy
sending text to the system.

.l Al E 0431 PM

04:31 PM

Paszworg erered al level
1 iz unawihonized.

Fingar print autherticaton
_at level 2is wauthorized.

o <o [-la <

Fig 5: Alert messagesto the mobileat level 1 & 2

When an authorized person trying to access thethoamn,
the system sends a text message to the owner niobile
levell & level2. As shown in figure 5.

Level 3:

At third level of security, access to the vehisle
provided to the person who is known to owner and
whose fingerprint is not stored in memory by just
sending a secret text message to the system. Wftieh
the access to car is grant to the known person.

Fig 6: level 3 authenticat
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Conclusion and Future Work

Where there is high level of theft, there is need
for better security system for automobiles. Thipgra
provides a unique method of designing and assemblin
low cost and compact theft control system for csing
GSM and Dbiometrics implemented on ARM7
microcontroller. This system provides reliable ségu
for vehicles. By installing this system in cars an
unknown person cannot start the car. In future, €am
can be incorporated into the system to identifypg@eson
and also GPS system can be added to keep thedfack
the vehicle that is being stolen.
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